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The information in this document were carefully assembled and controlled, but the company cannot in any case be held responsible for
potential errors or omissions.

The company reserves the right to make improvements or modifications to the products described in the manual at any time and
without advanced notice.

This manual may also contain references to or information about products (hardware or software) or services that are not yet on the
market. These references or information in no way mean that the company intends to market such product or services.

Elkron is a trademark of URMET S.p.A.
All the brands cited in the document belong to their respective owners.

All rights reserved. The partial or total reproduction of this document is authorised only for the purpose of installing the MP500 System.

((MELKRON))

Tel. +39 011.3986711 — Fax +39 011.3986703
www.elkron.com — mail to: info@elkron.it
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1 - INTRODUCTION

The Hi-Connect software is a Windows application which, from the version 3.70, allows users to:
e Manage the Web Server device (ITS00WEB)
e Manage remotely, through the Web Server (ITSO0WEB), Elkron burglar control systems series MP500/XX

When it is first started, the Hi-Connect application will automatically import the IP-Connect master data, without requiring any user
action.

é IMPORTANT!
If, on IP-Connect, there are Web Servers whose systems have not been created on Hi-Connect (e.g. IP-Connect > Web
Server “M.Rossi”, Hi-Connect - Control panel “M.Rossi”), it will be necessary to continue to use IP-Connect to manage them.

1.1 SUPPORTED OPERATING SYSTEMS

Windows XP *
Windows Vista
Windows 7
Windows 8.0/8.1
Windows 10

* In Windows XP, the remote connection with ITS00WEB is not supported.
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2 - INSTALLATION

2.1 INSTALLATION KIT

To install the software, insert the installation disc, the software installer will start automatically. If, for reasons related to the configuration of
the operating system in use, it does not start automatically, proceed manually by clicking on the file “Start.exe” on the CD.

The following screen will be displayed:

@5 Elkron Start Interface I. —1 —E:hl

HI-CorNNeEcT

Inztall Hi-Connect V2,12

Ingtall Hi-Connect V2. 70

I arwials

Readme

Drivers (IT USBAREY - 1T USE]

Marualz [IT Ethemet - ITS00WER]

E it

(((ELKRON)) ...

From here, you can:
e Install Hi-Connect V2.12
e Install the latest version of Hi-Connect VXx.xx
e Display the software and interface manuals for connection to the central panels
e Install the USB interface drivers for the connection to the control panels
e Display the file “Readme” and “Release Notes”

Both installation procedures control the availability of the prerequisite installation on the computer for the correct running of the
software:

Microsoft .NET Framework

Microsoft Data Access Components (MDAC) 2.8

Crystal Reports for Visual Studio 2008 (Hi-Connect V2.12)

SAP Crystal Reports runtime engine for .NET Framework 4 (32 bit) (Hi-Connect Vx.xx)
OpenVPN

Before the installation of every prerequisite, you will be asked for the confirmation and the acceptance of the licence contract.

O O O O O

A IMPORTANT! Hi-Connect operation is not guaranteed in case of failure to install its pre-requisites.

IMPORTANT!
A While installing the OpenVPN you may be requested to install the TAP-Windows Provider device. In this case, please install it
following the instructions for its application.

When installation of Hi-Connect is finished, can be started by the icon on the desktop, from the 'Programs' menu or, again in the
'Programs' menu, from the folder ‘Elkron\Hi-Connect Vx.xx.
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3 - START-UP THE PROGRAM
31 LOADINGwINDOW

When starting the program a loading window appears where you can read the loading operations of Hi-Connect.

Inttializing Logger... OK -

Connedina to data... OK

When loading is finished, you will be able to access to the program carrying out the Login, selecting the operator and inserting the
code.

Note: By default, the only operator is “Master” whose password is “123456”.

(((ELKRON))

If the password inserted is shorter than 4 characters, the following error will appear: “The password should contain at least 4
characters”; otherwise, if the password is not recognized, will appear: “Incorrect Password”.
There are a maximum of 3 attempts in order to execute the login correctly, after that the program will close automatically.

Differently from older versions, password change can only be carried out from the “Operators” data window. For further information,
consult the paragraph related to the operator’s data.
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4 - INTRODUCTION
41 START-UPSCREEN

After you login, the Hi-Connect main window will open.
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The interface is displayed with a lateral menu that consists of the following sections:

Data, Configuration, Files, History and Management. In every section, there are buttons to access various masks in order to
configure, modify and manage some functions of the program.

Personal details

@ Operators
ﬁ Cusgtomers

;J.r Systems

Configuration

w Connections
I.;E Settings

Archives

H Backup/Restore

Import/Export /import FW

E§| Systems conversion

Event logs

rh? Hi-Connect activity

% Recent alams

Managements
".\ Systems
& moowes
Initialization
=
Itis possible to hide the menu by pressing the key “L_” and it is possible to display it again by pressing the same key, but the following

sign will appear  “ 1.

Under the main menu, you can find a box that contains the name and level of the Operator which has accessed to the program, and
the state of the alarms reception.

According to the state, the LED can take different colours:

@ Green: Reception enabled
© Grey: Reception disabled

In the example image, the telephone reception is disabled while the one via LAN is enabled.
Operator {level)

MASTER (Master)
Enabling alarms reception

Telephone connections o
LAM connections °
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4.1.1 Available Menus

Available menus on the login screen:

e DATA
o Operators
= Access to the Operators file.
o Customers
= Access to the Customers file.
o Systems
=  Access to the Systems file.

e  CONFIGURATION
o Connections
=  Configuration of the connection parameters.
o Settings
=  Selection of language and configuration of parameters for the reception of alarms.

e  ARCHIVES

o Backup / Restore
=  Executes the Backup or the Restore of the files.

o Import/ Export
= Imports the configuration and the history of events or exports the configuration of the systems registered on Hi-

Connect via USB key.

= Performs the importing of a new firmware version of the Web Server (ITS00WEB).

o Systems conversion
=  Executes the conversion of existing systems.

e HISTORY
o Activity
= List of all the actions carried out by the program users.
Note: Activities regarding the Web Server are not stored.
o Alarms
= List of the latest alarms received.

e MANAGEMENT
o Systems
=  Shows all the systems that can be opened under management.
o Inizialise ITS00WEB
= It enables to initialise, configure a Web Server (ITSO0WEB) and associate it with a control panel.
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5 - COMMON TOOL BAR

Most of the masks display a table with the following tool bar placed on the topside of the mask.

Research Columns [] Groupings := | | ©

This tool bar has the following functions:

e Search: inserting a word in the field of text the table will display the lines filtered through the inserted word.

e Columns: Pressing the button |:| it is possible to hide or to display the columns of the table.

e Grouping: Pressing the button = itis possible to group the displayed data in the table.

! |

e Organization: Pressing the buttons and

alphabetical order.

it is possible to sort the displayed data in ascending or descending

e Reset: by pressing the button v , it is possible to revert the table display to the default settings.
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6 - MENU DATA

6.1 COMMON BUTTONS

The masks of the Data section (Operators, Customers and Systems) contain a bar of buttons located under the table of the data
display that allow access to the most common features.

.;z" Print - Delete || | Change : Cancel L~ Savilanzg
- Print
e L lprints the selected record on the table or all the data present in the table.
o
o L starts aWizard (a guided operating sequence) for the addition of a record.
H Delete
e L litisenabled only by selecting one record on the data table, it deletes the selected element.
Iil Change
e L =—  !itis enabled only by selecting one record on the data table, it starts a wizard for the update of the
selected element.
;:. Cancel
e - lundo all the modifications on the current data.
v Save and
. ﬂ saves all the modifications on the current data.
6.2 OPERATORS DATA
By this mask, you can define all the Operators having access to Hi-Connect and their Password (Login).
(] Personal details E@
Research Columns D Groupings = l 1 L]
Name Address Telepha... Level Enabled
IMASTER Via Bologna 188... =39011... Master Enabled :
. Frirt : D;:SZTDQ; w Add | kg Delste  |»  Change :: Cancsl (" SavedaO::

In the table, all the operators present in the system are displayed with their data.
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6.2.1 Available Actions
Besides the functions of the common buttons and the tool bar the following function is available:

J% Change

£% password | . . . L .

. it is enabled only by selecting one operator from the data table; it opens one mask that allows changing the
password.

6.2.2 Operators Types

Operators are all those users who can interact, through Hi-Connect, with the systems, for example in order to display the areas status
or to manage the alarms reception. There can be more than one operator, with different profiles and a customized Login password.

There are three classes (levels) of operators:

e Master
e Consumer
e User

The operators defined as Master can:
e Create operators of each level and modify all data.
e Manage the costumer’s files
o Create new customers
o Modify current customers
o Delete costumers
e Manage the systems file
o Create new systems
o Modify the current systems
o Delete systems
o Load remote programming
o Download remote programming
e Manage the file of the system alarms history
¢ Manage the events file
e Configure the application

The operators defined as Consumer can:
e  Modify their own password
e Configure the application
e Select the systems, display data, load the programming and interact with the central

The operators defined as User can:

¢  Modify their own password
e Select the systems, display data and only load the programming
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6.3 CUSTOMERS DATA

By this mask you can define data of your Customers owning an Elkron alarm system.

Irni] Personal details El@
m Research Columns [[] Groupings := | | O
MName Address ZIP code  City Province VAT code Telephone 1 Telephone 2
iMario Rossi Via degli Ulivi 1 10100 Torino To 1234567890 011123456789 328123456789
- Prirt T Add | g Delete  |wf| Change : Cancel L~ Savzﬁ;‘;g

In the table, all the data of the current customers can be displayed.

6.3.1 Available Actions
In the customer’s data, the common buttons offer the available operations.

(((ELKRON))
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6.4 SYSTEMS DATA

By this mask you can define data of the Elkron systems installed at the customers.

] Personal details EI@

Research Columns Groupings == | | O
System ... Control ... Version Customer  Address Name Installer Tester Installati... Testdate Installer... Alams .. Skipw
55555855 MP300/8 w1 Mario R... Blkron ... MASTER MASTER 000000 Mo No

I}
i P | Tehnumber/ Detate @ o[ oo 2 coea [ S
In the table, all the data of the system installations can be displayed.
6.4.1 Available Actions
Besides the available functions of the common buttons and the tool bar, the following function is available:
my  Tel numbers/
= Connections . . . .
) . It is enabled only if you select a system in the data table, starts a Wizard for the management and the

inclusion of phone numbers and, to specially equipped models:
o IP addresses / Http / MAC Address (IT-LAN)
o IP addresses / MAC Address (ITS00WEB)
o Initializes / Search ITS00WEB
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The first page shows the telephone numbers related to the selected system.

(7 ™y
[ Telephone numbers &J
System telephone numbers entry

Telephone number
0111234567850
3331234567850
Telephone number: w|
e BT

The Wizard mask has a table where all the telephone numbers configured on the system can be displayed and selected and three
operations can be carried out:

addition @ removal @ and validation of the modifications made to the selected telephone number .

If you access to a system compatible with LAN/Internet connection, it is also possible to access to the Wizard of the configuration of the
IT-LAM =2

addresses by pressing the button [
ra
) IT-LAN Addresses [

Enter the addresses for the connection to the system

Address Port: =
A1 111111 8030 |E|
AA-BB-CC-DD-EE-FF 2030 B
http:/Awww servertest.com 8030 -

Mode: [|F‘ -
PPart: | . . . v @
use o docsl lzn with [TLAN intenses

ccBack || ITSOOWEB>> || End
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The addresses management Wizard will be displayed. It is similar to the telephone numbers one, actually the same operations of
addition, removal and validation can be made. In both Wizards modifications will be saved when at the pressing the button

End

If a system designed for LAN/Internet connection through a Web Server (ITS00WEB) has been selected, you can access the Wizard for
ITHDOWEE ==

address configuration by pressing the button

.
(&) [TSO0WER Addresses [

Enter the addresses for the connection to the system

Address Part:
00-1E-E0-D0-5F-81 5555
192.168.100.181 5565

Mode: |ITS0OWEE Local -
IP/Pot: | . . . . b85S O (&

@ Search [TEOOWER interscs on LAN

use on doczl ik with TSOMWVES imterSce

L

The address management Wizard will be displayed - which looks similar to the telephone number management Wizard; in fact ,you will
be able to perform the same tasks to add, remove and validate entries. In both Wizards, when you press the button

[ End

], the changes will be saved.

é IMPORTANT! Refer to the Ethernet interface or the Web server manuals to locate the information required for LAN access in
the different possible modes.

|:| Details
. - by selecting a system present on the table and pressing the button Details, you can access to a mask for the
consultation of all the data of the selected system in detail.

Systems details [E3]
Control panel type MP500/8 System code 5hh55hAS
Version v 1 Installer code 0ooooo
Name Elkron MP500/8
Installator MASTER Customer Mario Rossi
Tester MASTER
Address
Addresses: o
Installation date

111.111.111.111:8030
Ab-BE-CC-DD-EE-FF:8030
http:/fereow servertest. com: 8030
Alams No 00-1E-E0-00-5F-81:5555
192.168.100.181:5555

Test date

m

Skip vaice mai hia Telephene numbers
Seconds g
N111FTARETRGN
(T500Web
Mac Address 00:1E:E0:00:5F:81
ID Code 00:00:49.12:0C:07.DE E7-1E-0AFF-F1.FF:25:68
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/ - CONFIGURATION MENU

7.1 COMMON BUTTONS
The masks of the section Configuration (Connections, Settings), contain a buttons bar that allows access to the most common
functions.

Save and

L. close

Cancel

~
o

Cancel
. deletes all the modifications made on the running configuration.

cloge L . i .
. saves all the modifications made on the running configuration.

7.2 CONNECTIONS

In this mask, possible connection methods to the central are defined.
I~] Configuration EI@

Direct / telephone connections | AN connections

13

Available ports

USE " ar IT USB/KEY" inferfaces match fo "USE Seral Port (COMox) " icon

Direct connections Telephone connections

Mave there "USE Seral Port (COMex) " icor Move there "Communication Port (COMex)" icon

USE Serial Fort {COM4)

o

‘ Modem corfiguration | |~

Save and

T Cancel LS close

-

In the tab “Direct / Telephone Connections” you can see with real time update all serial ports in the computer, both hardware or virtual,
emulated as an example, by USB interfaces or software.
To configure an available serial port as direct or telephone, drag the icon related to the desired area.
To cancel the configuration of a configured port, drag the related icon to the area of the available ports.
e DIRECT: In order to connect a system to the computer through serial cable or USB interface, configure the desired

port as “Direct Connection”, the port shows the following icon:

If the configured port is no longer available, for example the USB interface has been removed from the computer; the port shows
the following icon

b
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- TELEPHONE: In order to connect a system to the computer through a modem, configure the desired port as “Telephone
Connection”, the port shows the following icon:

COMs

@ 1icdem ELKRON BOTTICELL

If the configured port is no longer available, for example the USB interface has been removed from the computer; the port shows
the following icon

COMs
‘ Modem ELKRON BOTTICELL

In the tab “LAN Connections” it is possible to decide whether the connection via LAN/Internet should be enabled to the available central
and configure some parameters.

IFN) Configuration EI@

| Direct /telephone connections | LAN connections

Enabling LAM connection
LAN Bren

Arcess data for Elkron server (used for LAN connection in Elknon mode)

Server Address  hitp:/Awww elkalive com/EkFinder php

User name

Access data for VPN {used for LAN connection in ITS00WEE remote mode)

his feafure you enable

e LAN connection modafties for the
compatible syst

Usemame

Password | Show

VPN configuration files downloaded comecthy

close

5
‘ - Cancel

| Save and
o~

The access data for Elkron server are necessary to connect to a central that does not have a fixed IP address. The server address is
already compiled during the setup phase and it should not be necessary to change it without Elkron indication. The user name and the
password must be compiled with the data chosen during the registration on the server.

The access data for VPN are necessary to connect to remote systems equipped by Web Server ITS00WEB module, for example in
case of remote management. To connect to a system equipped by that module in the same local subnet, for example during the
installation and the configuration at the customer or during a configuration at your own lab, it is not mandatory being in possession of
such data. The user name and the password must be compiled with the data chosen during the registration on the VPN server.

7.2.1 VPN parameters

The Web Server can be managed remotely and securely on the Internet by means of a connection to the Elkron VPN (Virtual Private
Network).

This window can be used to enable the VPN connection. To do so enter the necessary access data (Username and Password) which
were sent to the technician after registration on the www.myelkronhome.com portal.

Click on “Require key” to receive the VPC certificate/key from the portal. This is essential to allow data exchange on the Internet. The
result will be displayed and the certificate/key received will be automatically saved on Hi-Connect at the end of the procedure.

A IMPORTANT! Your computer must be connected to the Internet to complete this procedure.

7.2.2 Available actions
On the connections mask, common buttons offer the available operations.
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7.3  SETTINGS

By this mask it is possible to define the used language, configure alarms reception and a filter on the received alarms.

The mask is divided into three cards:

7.3.1 System settings

| Configuration EI@

System setting | Alarms/Countercalls reception | Alamms management fiter

Language settings
System language English %/3.40 b
Add & language Browse...

Automatic connections selection:

Enabled

- Save and
- Cancel " close

From this card, you can choose the language for the entire program.

ﬁ IMPORTANT! language change is possible only without systems in management; if you access to the settings with an open
central mask, the language drop-down menu will be disabled.

It is possible to add languages directly downloaded from the Elkron website.
The key opens a window for the selection of the file in “hcl” format.

In this card, you can also enable the automatic selection of the connections, by putting a

Automatic connections selection:
] Enabled ) o ) ) ) ) )
tick mark . In this way, every sysem will display all connections configured in the mask “Connections” in

the available list of connections.
The setting is enabled by default.
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7.3.2 Alarms receiption
Through this card, it is possible to enable and configure the reception of alarms and countercalls.

(AR Configuration E@
System setting | Alams/Countercalls reception | Alams management fitter
Alam notifcation Pop-Up
Sound Sound repetition number
Test
—_ v 5
AlamsCourtercalls reception enabling
Alarms/Courtercalls reception enabled
Receive AlarmsCourtercalls via telephone connections
Receive alams via LAN connections
Settings of alarms reception via LAN
Metwaork connections available Parts enabled
- T mm———— A | | Mo port
-~ BE173135503F
w Connessione alla rete locale (LAN)® 14
L Down
—- A4173135303F
& i
& |_||:.
-~ 206ABAESBEEF
w Ethemet
b ‘awn > v Select port
- - Save and
= Conced |G close
Sound
Knocking

You can select a sound to play on the reception of an alarm choosing it from the drop-down menu
Sound repetition number

and the number

-

of repetitions, choosing it from the drop-down menu

Test

Press to test the selected setting.

AlamsCountercalls reception enabled

Enable the reception by the required tick mark , then choose the reception modes:

Receive Alams/Countercalls via telephone connections

Receive alams via LAM connections

If you choose to enable the reception through LAN on the table "Available network connections” you should have at least one enabled
D0Z61867F72F

.l__-l'_l_,.._.
| I
connection, with the word “Up” placed below the name -

It is also necessary to configure at least one port over which the Hi-Connect will be receptlve for connection requests from the outside,

|i} Select paort

by pressing the button
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When pressing the button, a Wizard will appear, on which you can add @ remove or modify the configured ports.

EH Select port EE_]

Select port

PORT:3044

Connection:  00261867F72F

Port number (8044 = @

é IMPORTANT! A Firewall message could appear when saving the settings for the reception of alarms.
In order to have the alarm reception work, allow access to Hi-Connect for each networks.

7.3.3 Alarm enabling filter
In this card, you can select which alarms may be shown with the appropriate pop-up.

Ir] Configuration El
System setting | Alams/Countercalls reception | Alams management fiter

Alams description Show alam nofication Pop-Up ~

Burglar (start) ¥

Burglar (end) [

Tampering (start) [¥]

Tampering (end) =

Fanic (start) &

Panic (end) =

Fire (start) Il

Fire (end) [

Technological (start) ¥

Technological (end) [

Help (start) ]

Help (end) [

System fault (start) [#]

System fault (end) =

Partitions activation &

Partitions deactivation [

Input exclusion ¥

Input inclusion [

Test call ]

Maintenance (start) Il

Maintenance (end) 1

No mains =] =
2 o g S

In order to configure the display of an alarm, put a tick mark in the column “Display Pop—Up Alarm”.

7.3.4 Available Actions
On the mask Settings of the system, common buttons offer the available operations, apart from the ones described above.
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8 - ARCHIVES MENU

8.1 BACKUP/RESTORE

From this window, you can carry out Backup of the current data or Restore of previous data.

(= Archives [o] = =

Backup/Restore

(S (S

Backup Restore
8.1.1 Backup

Backup
Pressing the key you will start the Wizard for the procedures the saving of the data
safety copy.

- Selection of Backup type

In this step, it is possible to decide whether to carry out a partial Backup, that is by deciding through a series of intermediate
steps which data are saved, or whether to carry out a total Backup.

. e —
[~ Backup ®

Data backup

Select the type of backup
@ Partial backup

(@) Total backup

et =

After having decided that, press the key “Forward” [ ] to access to the following steps of the Wizard.
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- Selection of complete data (partial Backup)

[~ Backup &2 ,I
Select the data to backup
Data
Customers ]
Operators m
All
[l | tew» ]
In this step, it is possible to select the data to be saved completely.
Pressing the button , all available data are automatically selected or deselected.
- System selection (partial Backup)
[ Backup =
Select the systems to backup
Control panel type System code Cuslomer
MFEOL 10 Loathain e Fossi
MFSE 10 SOES0E0 Maric Rossi
MPEE 20 pre- Mana Ross)
MF120 12 10000120 Maric Rossi
|
=
Cancal ] [ weBimck Ptz Erd

In this step, it is possible to select the systems to be saved; the central type, the system code and the customer, to whom it

belongs, are displayed on the table. Pressing the button , all available systems are automatically selected or
deselected.
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- Selection of Backup file
If the total backup has been previously selected, this will be the second step of the Wizard.

R — e —
[~ Backup l Z§_|

Select the pathffolder where to store the backup

Browse

N T

In this step, by pressing , it is possible to indicate the name of the file that will include the backup and the position
to create it.

- Backup summary

e ———
5 Backup 53

Backup summary

Systems:  Selected systems
Customers: Al the customens
Operators: Al the cosnatons
Telephone numbers:  Only the telephone numbers for the selected systems
Addresses:  Ocly the addmeses of the selected systems
Momma: | Ocly the shemmsfor e sslectad spsins

Cortrol panel type System code Customer - “I
MP50& 20450401 Mano Rossl B
MP508 S0escen Maro Rossi

MP508 50250302 Lo Rose

UD120 1A Mgsn Bapsl

W | [ «<Back | 7Nu: > | End

In this step, it is possible to control the data selected and saved in the backup file. Pressing the button "Forward”, the backup process
will open only if in previous steps, at least one element, on which a backup was carried out, was selected; otherwise, an error message
will be displayed.

- Progress of the Backup process:

IF4) Backup | 23 ‘

Backup successfully ended

———————————Backup ended
System backup: 10000120....... OK
System backup: 50850802....... OK
System backup: 50850801....... 0K
System backup: 50450401....... OK
Operators personal details backup: OK
Customers personal details backup: . OK
Backup procedure start

Corcs <<Back Net>>

In this step, it is possible to observe in real time the Backup operation and its success.
You will not be able to carry out other operations until the process is finished.

End
At the end, the button will be re-enabled, press it to restore the Wizard.
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8.1.2 Restore

Restore

Press the button “Restore” to start the Wizard for the recovery of previously stored data

or data belonging to older versions of Hi-Connect or FastLink.

- Old versions or new version restore selection:

S

&9 Restore

Enter the necessary data to continue with reztore

Chiooss the appleation bo nastoes dala feom
) Fastlink f Hi-Conrect 120 - 2
{#) HiComnect 300 to corrent version

In the first step, it is possible to select whether to restore a backup of FastLink, of the old versions of Hi-Connect or of the current
one.

If you want to restore the FastLink / Hi-Connect 1.2C — 2.xx data, the button will open the window in order to

select the folder for the backup, while if you choose to restore data from Hi-Connect 3.xx, the button will open the window for the
selection of the file with extension ".hc'.

- Total or partial restore selection

[~ Restore

Select the partial or total restore

Select restore type

@ Partial restors

@) Total restore

T T

In this step, it is possible to select whether to carry out a total restore, all the data in the current files, or a partial restore,
selecting the data to restore.
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Selection of complete data (partial restore)

|
[~ Restore x
Select the personal details that you want to totally restore

Personal details

Customers B

Operators m

Al
T T

In this step of the Wizard, it is possible to select the data to be restored completely.

Pressing the button , all available data are automatically selected or deselected.

Selection of systems to be restored (partial restore)

[ Backup

Select the systems to backup

Control panel hyes Sysbem code Customer
MPSM 10 Soasnein Madic Rossi
MPSIE 10 SOES0ENT Mario Rossi
MPEXE 20 EOeRnnhe Mana Ross)
MF120 12 10000120 Mario Rossi

Cancal ] [ 2eiimek Plsct 35

In this step, it is possible to display all the systems present in the selected backup and choose which one you want to restore. By

pressing the button all available systems are automatically selected.

Hi-Connect V3_General
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Selection of systems to be overwritten

If total restore has been previously chosen and in the current files there are systems that are to be restored, this will be the
second step of the Wizard that will be displayed; otherwise, it will go directly to the summary window.

L Restore b
Select the systems that you want o overwrile

Contrel pansl type Fresant sysbems Customer

MPSO4 10 0450401 Mo Rossi L
MFSDE 1.0 S0EsnEm Mario Fossi o
MPSOE 20 LOasnEnz Mania Rossi ¥
MP120 12 10000120 Marnic Rossi tl

|
A
Cancal ] [ ccBnck Il a3 End

In this step, the systems selected for the restore and already present in the current files are displayed and it is possible to
choose whether to overwrite them.

By pressing the button all systems are automatically selected or deselected.

- Restore summary

If total restore has been previously chosen and in the program there are not systems to be restored, this will be the second step
of the Wizard that will be displayed.

*5 Restore pX;

Restore summary

Systems: = Selected systems
Customers: Al the customens
Operators: Al the operstons
Telephone numbers: | Only the telephone numbers for the selacted systems
Addresses: | Only the addrassas of the selacted systems
Nams: | Only the alamms for the selected systems

Control pansl type Customer
¢ 10 Maro Roes:
10 Maro Rogsi
20 Mano Rossi
12 Mano Ross
Cancel { <<Back Ned s> End

In this step, it is possible to control all data that have been selected and to be restored. By pressing the button
Meod =

, the restore process will start only if in previous steps, some items were selected in order to be restored;
otherwise, an error message will be displayed.
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- Progress of restore process

Restore successfully ended

——————————Restors ended

——— System restore start:20005008..... OKOK
weeeeeeeee System restore start: 10008008..... OK
Restore procedurs start

Cancel [ ccBack || MNew» I End
|

In this step, it is possible to observe in the real time the restore operations and their success. You will not be able to carry out
other operations until the process is finished.

End

At the end, the button [

] will be re-enabled, press it to restore the Wizard.

8.2 IMPORT /EXPORT/ FW IMPORT

In this screen you can:
e Viaa USB stick:
- Import / Export configurations and / or historical events of the systems that support this feature.

e Via a USB stick and / or by other routes:
- Import new FW versions for the Web Server (ITSO0WEB).

Import/Export

(S

=

Import Configuration data I { Export Configuration data \ ‘ Import ITS500WEB FW ’
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8.2.1 Export

Export

The button starts the Wizard for the export to the USB.

- Selection of export data

Lk Export - Systems selection =
Select the sysiems o axport on the USE key (only compatible modals are
shown)

Syshes code Customer Config.  Event
KPS 10
5050401 Maric Rossi
MP3E 20
50850802 Manic Possi
i
A M
Cancel ccBnck Pat 3> Erd

In the first step, it is possible to display all the systems that are able to carry out the operation and select whether to export the

configuration and/or the history of events, selected only if, at least,

one event is present for export.

By pressing the button all the configurations and/or all history of events of all systems are automatically selected.

- Selection of USB key:

-_— 52
&) Export - USB key selection
Select the USB key where to export:
l USE key: [H:"\ - "ELKRON LUSB" Y]
[ Update ]
|
T T

In this step of the Wizard, it is possible to select the USB key in which the selected data will be exported.

|pdate

The key
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Overwrite confirmation

—— [ sz |
[~ Export - Confirm to overwrite

Some data are already awvailable on the USB key. do you want to overwrite
them?
System code Customer Corfig.  Event...
MP504 == 1.0
50450401 Mario Rossi [+
MP308 »= 2.0
50850802 Mario Rossi @]

Al Al
[ «Back [ Neaw> ] End

In this step, all systems to be exported and already present in the USB key are displayed; it is possible to choose whether to

overwrite them or not. By pressing the button , all the configurations and/or all history of events of all systems are
automatically selected.
Summary
L= Export - Summary =
SUMMARY:

Syshe code Cusmlomer Config.  Event

KPS 10

SOL50807 Mlana Foss

MP50E 20

S0850802 Mario Rossi

1
Cancel | [ ccBock | Heawss | Erd

In this step, it is possible to display the data to be exported in the key.

Progress of the export process

Export - Progress

Export in progress. ..

50450401 [Corfig ] ......

—— Export procedure start

Cancel <zBack Nexd= End

In this step, it is possible to observe, in real time, the Export operations and their success. You will not be able to carry out other
operations until the process is finished.

At the end, the button = , will be re-enabled, press it to restore the Wizard.
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8.2.2 Import

Import
The button starts the Wizard for the import of saved data from USB.

- Selection of USB key

T e T |
&l Importing - USE key selection o

Select the USB key from which the data are imported:

USBkey: [H:\ - "ELKRON USE' -]

[ Update ]

In the first step, it is possible to select the USB key from which to import configurations and/or history of events.
Update

The key [ l recharges the drop-down menu containing the USB key connected to the PC.

- Display of non-importable systems

This step will be displayed only if there are configurations and/or history events, not imported in Hi-Connect, on the USB key.

I ™

The systems listed below cannot be imported:

System .. Bxclusion cause
MP50E v 4 e
20005008 System not present

[ e End

In this step, it is possible to display all systems that cannot be imported and the reason.
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Selection of data to be imported

L5 Impart - Systems selection =
SBalect the control pansls o be imported
Syshe code Config.  Event
KP4 10
SO50E07
KMP5aE 0
50850802
i
A A
Cancel <Bnck ot 33 Erd

In this step, it is possible to display and select the configurations and the history of the current systems on the USB key. If, for a
system, only the configuration or only the history is available, the missing option will not be selected.

By pressing the button , all the configurations and/or all available history of events are automatically selected.

Summary

L5 Imgpart - Summarny
SUMMARY:

Systes code Config.  Event
KPS 10

BG40
MPSIE 20

50850802

In this step, it is possible to display the data to be imported by the selected key.
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Progress of import process:

Impoart - Progress

Import in progress._.

50450401 [Corfig] ......
Import procedure start

-_—
| |

<«Back MNend = End

Cancel

In this step, it is possible to observe, in real time, the import operations and their success.
You will not be able to carry out other operations until the process is finished.

Ed will be re-enabled, press it to restore the Wizard.

At the end, the button

8.2.3 Import ITSOOWEB FW
This window can be used to import the firmware (file in .tar format) to Hi-Connect to update the Web Server.
File coherence will be checked automatically during the import procedure. The result will be displayed at the end of the operation.

= Archives
Import/Export

>~y >~y >~y

‘ Export Configuration data Import ITSO0WEB FW

l Import Configuration data

Impert ITS00WER FW
starts the wizard for importing new FW version of the Web Server (ITS00WEB).

The button
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8.3 SYSTEMS CONVERSION

From this window, it is possible to convert saved systems into compatible models.

(= Archives o] ® 'liil]

Conversion

Conversion

Conversion
starts the Wizard for the conversion of the compatible systems.

The button

Selection of the conversion type

& Conversion

Conversion type

Corverted control panel type

Current contral panel type

MR8 w 14w PAPE08E w 2w S w 3w @
MPE0R v 1.0 P08 4 22 F
MPE0G v 2mm 4w 3 PS03 w 4.1

Exd

In the first step of the wizard you can select the type of the conversion you will use.

(((ELKRON))
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Selection of systems to be converted
T — N

I~ Conversion

Select the systems to convert

System code Custormer
50850801 Mario Rossi ]

Al

In this step of the Wizard, it is possible to select the systems that can be converted. The system list shows only the systems
that match the type showed in the column “Current control panel type” of the conversion type chosen in the previous step.

By pressing the button i all convertible systems are automatically selected. If no system is selected, when pressing
Mexd > . .
the button , an error message will be displayed.
Conversion summary
= e —
155 Conversion o
‘ The listed systems will be converted in (Type - v.SW):
System code Customer
50850801 Mario Rossi
j Cancel | [ <cBack J Nest>> End

8

In this step of the Wizard, it is possible to display the systems to be converted.
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Progress of summary process

Conversion

Conversion - progress

System conversion: 50850801.............
Conversion procedure start

e ———————

Cancel <<Back Meod = End

In this step of the Wizard, it is possible to display, in real time, the development of the conversion process. You will not be able
to carry out other operations until the process is finished.

End . . .
At the end, the button will be re-enabled, press it to restore the Wizard.
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9 - EVENT LOGS MENU

9.1 COMMON BUTTONS

The masks of the History section, Hi-Connect Activity and Recent Alarms contain a bar of buttons that allows access to the most common
functions, located under the data display table.

Select

=) Al Hﬁ' Delete

Pririt = Filter

- Print
- prints a report of all data displayed on the table.
: +] Filter
- displays a mask to set a filter for the display of the available data on the table.
| Select
- = M selects all the records displayed on the table.

- Delete
- :l it is enabled only if one or several records are selected, it deletes all the selected records. It is possible

to delete the records also with the CANC keyboard key.

9.2 ACTIVITY

In this screen, it is possible to display all the activities carried out in Hi-Connect.

Irni] Event logs El@
m Research Columns [[] Groupings := | | O
Date / Time COperation and Parameter System ... Operat... Varous -
12/12/2014 DD.53 48 Login () MASTER

111272014 235111 Settings (Save) MASTER

MA272014 23511 System management (End) MASTER MP500/4 v 10 (20045004)

111272014 23 4507 Connection to the system (-} MASTER MP500/4 v 10c (50045004) LAN, 82.50.56.189:8030
111272014 234502 Action_21 (End) h0045004 MASTER

MA2/2014 234834 System management {Start) MASTER MP500/4 v 10 (20045004)

11/12/2014 2348 22 Login -} MASTER

111272014 23.46.12 System management (Start) MASTER MP500/4 v 10 (50045004)

111272014 23 4604 Restore (Total restore) MASTER

111272014 23.46.02 Restore (Total restore) MASTER 50045004

111272014 234541 Login -} MASTER

11/12/2014 234012 Login -} MASTER

1MA2/2014 031215 System management (End) MASTER MP500/8 v 10x (35555555)

11/12/2014 02 54 52 System management {End) MASTER MP500/8 v 120c (13102014)

11122014 025349 Dizconnection from the system () MASTER MP500/8 v 120 (13102014)

111272014 02 53 49 Disconnection from the system (-} MASTER MP500/8 v 120c (13102014)

11/12/2014 0252 .45 Disconnection from the system () MASTER MP500/8 v 10 (13102014)

111272014 0252 49 Disconnection from the system (-} MASTER MP500/8 v 10c (13102014)

11122014 025223 Disconnection from the system () MASTER MP500/8 v 100 (13102014)

1A2/2014 025223 Disconnection from the system () MASTER MP500/8 v 10 (13102014)

11/12/2014 0251 52 System management |Start) MASTER MP500/8 v 120c (13102014)

1MA2/2014 024814 System management (End) MASTER MP500/8 v 10 (13102014)

111272014 02 48 07 Action_21 (End) 13102014 MASTER

11/12/2014 024753 System management (Start) MASTER MP500/8 v 10 (13102014)

MA22014 0241 47 System management |{Start) MASTER MP500/8 v 1:0x (55555555)

1A2/2014 0241 38 Systems (Added) MASTER 55555555 ]
< >

= ) pil Select
- Prirt 57 Fitter L N | - Delete

When access to the screen, all the saved activities in the files are displayed.
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It is possible to filter the list by start date/time, end date/time, system and operator, to access to the following mask and configure the
related categories.

Activity System Filter =
- "Sel d 2 2 = 2
- elect and set the filterto use, corfim the change pressing ""Confirm

[ Start Data/Time Fitter:
mercoledi 21 aprie
[ End Data./Time Filter:
mercoledi 21 aprie
[ System filter
43010111
[F] Operator's Fiter
MASTER
0K ] [ Resst ] [ Cancsl

9.3 RECENT ALARMS

From this screen, it is possible to display the last 500 alarms received from the management systems.

I Event logs E
Research Columns Groupings =

Reception Date / Time  Type and Alam Phase Crigin Info Alam Alam Date / Time

26/11/2014 104233 Partitions Arming EV_WebServer MASTER / Partitions: 1 - Perimetro Fian...  26/11/2014 10.41.00
26/11/2014 104140  Partitions Disarming EV_WebServer MASTER / Partitions: 1- Perimetro Pian...  26/11/2014 10.41.00
26/11/2014 104046 Partitions Arming EV_WebServer MASTER / Parttions: 1- Perimetro Pian...  26/11/2014 10.40.00
26/11/2014 09.2542  Partitions arming block KPO1-KP 01 MASTER / Partitions: 1 - Perimetro Pian...  26/11/2014 05.25.00
26/11/2014 092539 Tamper ER01.HPD1 - Sirena Radio 26/11/2014 09.25.00
26/11/2014 092536 Tamper ER01.HPO1 - Sirena Radio 26/11/2014 09.24.0
26/11/2014 0924 57 Partitions arming block KPO1-KP 01 MASTER / Partttions: 1- Perimetro Pian...  26/11/2014 05.24.00
26/11/2014 092447 Tamper ER01.HPD1 - Sirena Radio 26/11/2014 09.24.00
26/11/2014 092438 Tamper uc 26/11/2014 09.24.00
26/11/201409.0929  Partitions Disaming KPO1-KP 01 MASTER / Partitions: System 26/11/2014 09.08.01
26/11/2014 090926 Partitions Aming KPO1-KP 01 MASTER / Partitions: 2 - Volumetrici Pia...  26/11/2014 09.08.00
26/11/201409.09.23  E_FORZA_ATTIVAZ KPO1 - KP 01 MASTER / Parttions: 1 - Perimetro Pian...  26/11/2014 09.08.00
26/11/2014 050920  Partitions arming block KPO1-KP 01 MASTER / Partitions: 1 - Perimetro Pian 26/11/2014 05.08.00
26/11/2014 09.08.53  Partitions Disarming KPO1-KP 01 MASTER / Partitions: System 26/11/2014 09.08.00
26/11/2014 09.08.33  Partitions Aming KPO1-KP 01 MASTER / Partitions: 2 - Volumetrici Pia...  26/11/2014 09.07.00
26/11/201409.08.33  E_FORZA_ATTIVAZ KPO1 - KP 01 MASTER / Partitions: 1 - Perimetro Pian...  26/11/2014 09.07.00
26/11/2014 090833  Partitions amming block KPO1-KP 01 MASTER / Partitions: 1- Permetro Pian...  26/11/2014 05.07.00
26/11/2014 084712 Tamper ERO1 26/11/2014 08.46.00
26/11/2014 084709 Tamper ER01 26/11/2014 08.46.00
26/11/2014 0846.19  Tamper ERO1 26/11/2014 08.45.00
26/11/2014 084522  Tampering alam [Beginning] EPD1.In5- 000 - ... - Immediate 26/11/2014 08.44.00
26/11/2014 084432  Tampering alarm [Beginning] EPO01.In5 - 000 - ... - Immediate 26/11/2014 08.43.00
26/11/2014 084355  Fault alam [End] EPO1.In& - 000 - ... - Immediate 26/11/2014 08.43.00
26/11/2014 084242 Tamper uc 26/11/2014 08.42.00
26/11/2014 084239 Fautt alam [Beginning] EPO1.In6 - 000 - .. - Immediate 26/11/2014 08.42.00
26/11/2014 084220  Tamper uc 26/11/2014 08.41.00
26/11/2014 084145 Fautt alam [Beginning] EP01.In6 - 000 - .. - Immediate 26/11/2014 08.41.00 v

& Fint g Rer |[5]  FRGp Delete

It is possible to filter the list by start date/time, end date/time, system and operator, to access to the following mask and configure the

related categories.

38

Recent Alarms Filter 23_
- elect and set the fitter to use, confim the change pressing " Confim™".
[ Start Data/Time Fiter:
mercoledi 21 aprle 2010133235
[F] End Data/Time Fitter:
mercoledi 21 aprle 2010 13.32.35
[ System filter
50450401
|| Customer's Fitter
Mario Rossi
OK ] [ Reset ] [ Cancel
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10 - ALARMS RECEPTION

When a central sends an alarm that you have selected to display, a not minimizeable popup, appears in the center of the screen,
together with, if properly configured, a repetitive sound.

TEST alarm

Customer: |

Systemn code: [~
Date: |21/04/2010

Time: |13.28

The pop-up shows the customer, the system code and date and time on which the alarm has been triggered. It remains in the top level
until the operator presses OK button.

If you receive another alarm while the popup is displayed, the alarm count is updated and the popup shows the data of the last alarm
received.

If you receive another alarm while the Recent Alarms window is displayed, the same is updated.
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11 -

11.1 SYSTEM

This mask allows you to access to the management and configuration of the systems.

To open a management select a system and click on the button “Open in management”

MANAGEMENT MENU

I

Customer  Managed
MP300/16
Mario R... No
MP500/4

No
MP300/8

Mo
Mario R... Mo
MP308

Mo

Connected

No

No

No
No

No

Managements

Research

Mame System code
Elkron MP500/16 50016001
H0045004

13102014
Sistemi MP500/4 55555555

mmnm

Columns [] Groupings := 4| 2] O

Version

v T

v T

v 100
v 10c

v 200/ v Jaoe

[ &)

Control panel t...
MP500/16
MP500/4

MP500/8
MP500/8

MF508

O COpen in managemert

Open in management
or double-

click on the system. A new window appears for the management of selected system.

It is possible to manage more than one system at the same time.
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11.2 INITIALISE ITS00WEB

I THDOWEB
Initialization

Pressing the button

This template will allow you to:

starts the Web Server Initialisation Wizard (ITSOOWEB).

e associate a Web Server to a control panel.

e initialise and configure a Web Server.

-

B Personal details

System ... Control ... Wemsion
55656655 MP500/E  w laxx

Customer  Address Name
Mario R...

== ]=]
Columns Groupings i= 4| | O
Installati... Test date

Research

Installer Tester
MASTER  MASTER

Installer ... Alams ... Skipw

Elkron ... 000oDo No No

,
RN System add

==

= Mandatory data

Control panel type | MP500/8 |

System type. Version and codes

E.g. MPS08TG select "MP508"
E.g. MPS08TGEN (EN Mods) select "MPSO8EN™

Version ’v 130 V] *
E.g. MPS08TG V4.00 select "v 4" or
see in: MenviMaintenanes ISW. Ref IContral Fanef

*
System code |
E.g. System Code (defzuft) MPS08TG: 55555555 or
see in: MenulFProgramming lAdvanced| System Code
*
Installer code

E.g. Instafier Code {defsuft) MP.:
inrsat the code used in Keyp:

lor
stafler socsss

<<Back

[ ] e

< |

T | 3

:,- TE'&Q;?C?E;: |_ Details - Delete |i. Change : Cancel || gz Savedzr;g
After entering the data for the control panel you will view the following prompt:
r ™
) Web Server M
Warmning!
W ! \:)
Before proceeding with the inttialization check:
1.Connection among Web server and PC with the appropriate cable
2 0n central, enable Technician (Master Menu -» Enable -> Techinician = Enable)
3.PC Network settings: |P address 192.168.1.10, Subnet Mask 255.255.255.0
2= =
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- A How to edit the IP address of the PC

To edit the IP address of the PC (e.g. in the Windows 7 operating system):

1. Click on Start and open the Control Panel. Select “Network and Sharing Center”.

2. Click on the connection to be edited and then select Properties (enter the administrator password and confirm if required).
3. Click on the Network tab. In “The connection uses”, select Internet version 4 (TCP/IPv4) and then click on Properties.
4

It is advisable to take note of the current “IP address”, “Subnet mask” and “Default Gateway” of your PC, to be able to restore them
at the end of the Web Server initialization.

At this point, you can edit the IPv4 settings by clicking on “Use the following IP address” and then entering:
e [P address =192.168.1.10 (or, in the fourth field, another number expect from 100 which belongs to the Web Server)
e  Subnet mask =255.255.255.0

o Default Gateway = empty
Press OK at the end.

- Parameter setting

Pressing the button will take you to the next Wizard steps.

4] Web Server &J

Insert required data into related fields.

Device name | o
.

£
iy
i
o

IP Address . . . -

Subret Mask 255 .255 .255. O

Default Gateway

# Mandatory data

cBack | New End

Enter the required data:
- Device Name

Select an ID of the system in the Device Name field this will be used as sender/object of the natification email sent by the Web
Server. Up to 48 characters can be entered. Rules: upper and lower case letters, numbers, full stop and underscore are
allowed. The latter two cannot be placed in end position.

- IP address/Subnet mask/Gateway

To select the IP address of the Web Server, connect with the router of your network and check the IP address management
mode:

o if DHCP is deactivated, you can choose an available address which is not yet used by any other device on the
network.
o if the DHCP is active, you can chose an address from those NOT reserved to the assignment.

The chosen address must be RESERVED to the Web Server on the router (see router instructions).
The Subnet mask and Default Gateway can also be retrieved from your router settings.

After defined the IP address of the Web Server and having learnt the Subnet mask and Default Gateway from the router, enter
the data in the Web Server initialization form.
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- Connecting and downloading parameters to Web Server
Mend ==

Atfter filling in the required information, press the button The Hi-Connect application will try to connect with the Web

server to send the previously set data, then the following screen will appear:

&) Web Server ﬁ

Insert required data into related fields.

Device name Casa_Hossﬂ o

u

Mzx 48 charzcters. It is possible o use uppercsss and lowercsse charscters, numbers,

'fis mor possibie o use " or " 35 lzst charscrars).

IF Address 197 188 100 . 121

Subnet Mask | 255 .255 .255. O

Default Gateway 152 168 .100. 1 -

CONNECTING

# Mandatory data

When the connection and subsequent transfer of data are completed, the following screen will be displayed:

[l Web Server ﬁ

Initialization Done!

MALC Address p0:1E:ED:00:5F:81 Copy

ID code 00:00:49:12:0C:07-DE:E7-1E:0A:FF:F1:FF:25:68:FA:00:00:00:00

Waming!

Before proceeding with the Web Server programmation check:
1.Web server networl connection
2 PC Networlk settings

-

Cancel <zBack MNeod =

MAC address and ID Code are fundamental for registering the Web Server on the www.myelkronhome.com portal.
For the sake of ease, they can be automatically saved by using the COPY buttons and then pasted onto a file using any editor.

If this is not done, you can locate Web Server data via the button "Details" in the “Personal details - System" menu.
The message “CONNECTION KO” will appear if the connection to the Web Server fails together with a possible reason:
e operator already logged onto the Web Server

e incorrect IP address or incorrect PC network settings

e installer code or plant code error

é IMPORTANT! After initializing the Web Server, remember to set the IP Address, Subnet mask and Gateway of the network on
the PC which uses Hi-Connect.

/((((GEL’(RON’)}}})/ Hi-Connect V3_ General 43



((ELKRON)))

C€

ELKRON
Tel. +39 011.3986711 - Fax +39 011.3986703
www.elkron.com — mail to: info@elkron.it

ELKRON is a trademark of URMET S.p.A.
Via Bologna, 188/C - 10154 Torino (TO) — Italy
www.urmet.com

MADE IN ITALY



http://www.elkron.com/
http://www.urmet.com/

