((INOAI'TT)

P500/4 Systems

P500/8

Hi-Connect

P500/16
P500/4N

M
M
M
M

lenuep lasn -

d
n

LBT80906

HI-corNveECT

£0
= s
8
>
T G
EE
>
S5 O
o O
> T
- O
mm
gle
c
o
Sl
| 8
| ©
o
s
S
2
ma
g E
Q2 O
Qe
= c
©
£e
3
c
o
O S

provided with the product.

DS80SW24-034B



http://www.elkron.com/

The information in this document were carefully assembled and controlled, but the company cannot in any case be held responsible for
potential errors or omissions.

The company reserves the right to make improvements or modifications to the products described in the manual at any time and
without advanced notice.

This manual may also contain references to or information about products (hardware or software) or services that are not yet on the
market. These references or information in no way mean that the company intends to market such product or services.

Elkron is a trademark of URMET S.p.A.
All the brands cited in the document belong to their respective owners.

All rights reserved. The partial or total reproduction of this document is authorised only for the purpose of installing the MP500 System.
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1 - MP500/XX SYSTEMS

The following manual briefly describes most common operations for the management of MP500/4, MP500/8, MP500/16 and MP500/4N
systems , via the Hi-Connect software. Following screenshots refers to a MP500/8 system, it is possible that the other models show
slight differences of the described features.

For further information, consult the systems user manual.

EI. Configuration
~aan BUS Peripheral units (0)
{*4 Radio Devices 0)
EIES Programming
~{it Partitions and Areas
B Users
- Keys
. » Parameters-Enablings
=3 Peripheral units / Devices
- BUS Peripheral units
=] Radio Devices
‘ And Inputs
Elf_’} Telephone Trx
Telephone numbers
2 Telephone parameters

“lgs GPRS - IDP/IP parameters
[ sms
E5 c200b protocal
I:H—ﬂ Time Programmer
E-lg) Interact with control unit
-2l Eventlogfile
55| System log
ﬁ Armidisarm system e
i Inputs Isolation
-3 Enable/disable Keys
{2 Enable/disable Users

<} Enable/ Disable Outputs
- Input status
-4 Alarm log file

Contrel panel disconnected.

The top panel (1) contains management data for connection to the control panel and/or Web Server.

The left panel (2) contains the function selection menu and the dates of some important operations carried out with the control panel.
On the lower status bar (3), it is possible to read the information about the connection state, the data exchange with the control panel
and the interactions with the files.

On the left panel, there is also a button , on the right of the menu, which allows hiding the area to display completely the
programming pages.

The panel can be displayed again clicking on the button

4 User MP500/xx (((MELKRONY))



1.1.1 Available Actions
In this screen, it is possible to:

Control Panel
. Riehsrnes . If the control panel had been associated with a Web Server, you can choose whether
to connect to the Control Panel or Web Server to manage their parameters.

=
. i connect with the selected device.
. —N during the connection phase, cancel the connection in progress.
. L end the connection in progress.

Mo selected connection

. choose the connection mode the selected device.
A window will appears containing the possible modes.

Available connections X

=5 COM3 COM3
AN LAM - b anual input

By selecting one, the window closes and the button shows the summary of the connection selected.
For example:

COM4 (Modem ELKRON BOTTICELLI) -
1234567850

°

enabled if the device is connected, uploads the configuration.

. |—“| enabled if the device is connected, downloads the configuration saved in the database of the current screen. The

system status is checked before carrying out the operation and only if the system is completely disarmed, the download will be
completed.

In all the configuration screens, the actions available are:
. |L| prints the configuration of the current screen. In the “Peripheral” screen, prints the configuration of the entire
system.

. saves the configuration of the current screen.

Note: the functions “Load data from control panel” and “Download programming into Control panel” are not available in the
following screens:

- Inputs, Outputs Readers and Keypads (it is possible to upload or download the data by selecting the “BUS Peripheral units”
node).

- Inputs, Outputs, Remote Controls and Security (it is possible to upload or download the data by selecting the “Radio Devices”
node).
- Event codes and Input codes (it is possible to upload or download the data by selecting the C200b Protocol node)

- T.P. parameters and T.P. controls (it is possible to upload or download the data by selecting the Time Programmer node).

- Event log, Arm/disarm system, Exclude/include inputs, Enable/disable Keys, Enable/disable Users and Input status (only data
loading to Control panel is possible).

MELKRON)/ User MP500/xx 5



1.1.2 GSM Countercall

Thanks to the Grazie the functionality called “GSM Countercall” it is possible to remote manage the control panel using a standard
“Voice SIM” (no M2M and/or incoming Fax/Data number). In order to use the performance it is required:

- Inthe control panel enable the Remote Access:
From the keypad by entering with Master code

(¢]

in Enable -> Advanced -> Remote Access choose “Enable”

- in Hi-Connect manage the modem connected to the telephone line on which you want to be called
In the Start-Up Screen

o

In Connections move under “Telephone Connections” the icon associated with the COM port connected to
the modem

IR Configuration e

Direct / telephone connections | LAN connections

Available ports
NOTE: "IT USE" or "IT USB-KEY " interaces match fo "USE Seral Port (COMog) " icon

Direct connections Telephone connections
Move there "USE Seral Porf ({COMog)" icon Move there "Porta df Comunicazione ({COMe)" icon

Porta di comunicazione {COM1)
Modem ELKRON BOTTICELLI
Available port

“ Modem configuration

IZ| Select Modem

- -~ Save and
- s close

In the appearing pop-up choose the modem model connected to the computer between the available ones
and do not remove the flag at “Enable modem to receive Alarms/Countercalls”; confirm with “End” button
then “Save and Close”.

Choose the modem for COM configuration

Modem type | ELKRON BOTTICELLI

Enable Modem to receive Alams/Countercalls

For further details consult paragraph — Connections of the user manual “Hi-Connect — Installation and
management”

User MP500/xx l((ELKRON))



- In Hi-Connect enable Alarms/Countercalls reception
o In Start-Up Screen
= In Settings -> Alarms/Countercalls Reception flag
e Alarms/Countercalls Reception enabled
e Receive Alarms/Countercalls via telephone connections
=  Confirm with “Save and close” button

] Configuration EI@

Settings
System sefting | Alams/Countercalls reception | Alarms managemert filter
Alarm netifcation Pop-Up

Sound Sound repetition number
Test

— w 5

AMlams/Countercalls reception enabling

+ Alamms./Countercalls reception enabled
—* Receive Alams/Countercalls via telephone connections
[] Receive alams via LAN connections

Settings of alams reception via LAN

Network connections available Ports enabled

0015588B8E7E No port

®

. Select port

- Save and
- Concel |G close

- In control panel enable Type A Countercall:
o From the keypad by entering with Installer Code
= In Telephone Dialer -> Advanced -> Return call select “Ret. Call Type A”
o In Hi-Connect
= In Managements -> System select the system and press “Open in management”
e From the system management screen choose the Telephone Trx -> Telephone Parameters node
and in the Countercall/GSM Countercall box select “Type A” voice then confirm with the “Save”

button
) Telephone parameters E@
Tel. options and PSTN parameters | H | g. |
Tel. network Tone control Remote surveil. backup
Country Ity v (®) Disable (") Enable (®) Disable () Enable
PABX Answer control Woice messages

[] PABX conrect (@) Disable () Enable Sending mode Mode 1 »

Local access digit

Advanced opt. and GSM parameters
Answer maching Retum call Enable net.

Disable PSTN
[] PSTN GSM Ty g (st modem number)

a —’ ¥P A {GSM Courtercall)
ngs

() Type B (Number request)

[] Gsm Pin

El 01/ 12/ 09
Call delay Incoming Sms o :

(@) Disable () Enable (@) Disable ) Enable

Telephone tests

Cyclic test calls PSTN line test
Disable: )
hour Teleph. No. Interval{Hours)
) System ON Sl T R T Th ®) System ON
Latest updates Load: --- Dowripad: --- Modified:
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Store in the control panel the telephone number on which you want to be called as the first number in numerical order set
with “Modem” sending mode between the stored ones in one of these methods:
o From the keypad by entering with installer code
= In Telephone Dialer -> Phone Numbers -> Tel. Number select one of the free numbers and set the
telephone number
= In Telephone Dialer -> Phone Numbers -> Phone Line select the number and in Select Line choose “GSM
Line”
= In Telephone Dialer -> Sending Mode select the number and choose “Modem”

o  From Hi-Connect (optional)*
=  From the system management screen choose the Telephone Trx. -> Telephone Numbers node and set one
of the free numbers with the parameters “Telephone number -> Number on which you want to be called” —
“Vector type —> GSM” — “Sending mode -> Modem” then confirm with the “Save” button

I Telephone numbers El@
Telephone number details Event No. details5 Pr
Assigned event:
Na. Telephone number  Vector type Assigned partitions Sending mode E;gul:;a;:ms
1 0112474551321 |GSM 1234 IDP [] Pre-alam
2 43654 PSTN 5678 Modem [[] Technalogical alam Type1
3 4155 PSTN 510.11.12 Voice [] Technological alam Type2
4 808.403.35.8:8044 LAY 13.14.15.16 [[] Technological alam Type3
0112223541248 |GSM [] Fire alamn
B \ [] Panic
7 PSTN System Voice [] Silert panic
2 PSTN System Voice [] Emergency
9 PSTN System Voice [] Hold-up
10 PSTN System Voice [] Partitions/System ON/OFF
11 PSTN System Vaice [] Mairtenance
12 PSTN System Voice [ Input inclusion/exclusion
No Telephone number Vector type Associated partitions Sending mode Tampering
5 |[o1122235412487 |[Gsm Modem | [ Mains power
[ Low battery
[] System fault
[] False Code
Latest updates Load: 10.50.35 22/03/2013 Downlpag: 11.08.16 22/03/2013 Modified:

Store in Hi-Connect the number of the SIM in the control panel
o Inthe Start-Up Screen
= In “Personal details -> Systems choose the system you want to control, press the “Telephone
numbers/Addresses” button and insert the SIM number; confirm with the “End” button then “Save and close”

] Personal details [e = ]=]
Research Columns Groupings = 4] ¥l ©
Systgm .. Control ... Version Customer  Address Mame Installer Tester Imstallati... Testdate Installer.. Aams.. Skipv
MP308
55bb5560  MP508 v 420 000000 Mo No
=) Telephone numbers “
Systemn telephone numbers entry
Telephone number
34537844562132154
Telephone number: W
Cancel <<Back Addresses End
< >
v . my  Tel. numbers/ i = Y Save and
- Prirt || et 5] Detalls | gyl Add | (gl  Delete m Change || % Cancel | g o

LIf a local connection (direct connection via USB) is available you can also use this method.

8
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- Open the system management, press the connection selection button and choose the COM port related to the modem
connected at the telephone line on which the system will call followed by “ — Countercall”

CDM'I(MndernELKFIDNBD'I'I'ICELLI]-Manuallann
COM1 (Modem ELKROMN BOTTICELLI) - Manual input - Countercall

COM1 (Modem ELKROM BOTTICELLI) - 34557844562132154
COM1 (Modem ELKRON BOTTICELLI) - 34587844562132154 - Courtercall <

& LAN - Manual input

- Inthe appearing pop-up select the voice “GSM Countercall” and press “Ok”

Select countercall type

MOTES
- 'G5M Countercall’ is avaible only if Type A Countercall” is enabled in Contral Panel
- For MP50BTG and MP50EM,/ TG function is available onby for 4.01 version or greater

(® Standard countercall
() GSM courtercall {To be used just for Voice SIM Remate Management) Adj. 10

= With "Adj.” parameter you can modify the waiting time of the modem before sending the Countercall command.
The Value should be changed just in case of troubles.

» &)

- Press the “Connect” button, Hi-Connect will make a vocal call to the control panel and will wait for a Countercall.

Notes

- The “Adj.” parameter shown in the Countercall selection pop-up usually should not be modified. In case of troubles with the
GSM Countercall, verify the GSM module installed on the control panel. If the module is not “Sierra” marked, try to set the
parameter at 2. If the module is “Sierra” marked, try to set the parameter at -2. Normally greater values are not required.

- After having sent the Countercall command to the control panel, Hi-Connect will wait 2 minutes for the call. Do not close the
management window before the time runs out; after the expiry, if the system did not call, an error pop-up will be showed.

((ELKRONY)
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2 - CONTROL PANEL MANAGEMENT

21 MENU STRUCTURE

The menu has the following structure and is split into various nodes and sub-nodes for the sake of clarity. Each node contains various
pages for programming the Control panel.

An icon represents each node and screen.

=N (N°)

.J;"- BUS Peripheral units ()
= 5 Radio Devices (0
D_I Input Devices (0
¢ Qutput Devices )
“ |8 Remote Controls (o
= Programming
@ Partitions and Areas
& Users
o Keys

: FParameters-Enablings

=14 Peripheral units / Devices

= BUS Peripheral units

[l Inputs

Q‘Jf Cutputs

= Readers

] Keypads

£ Radio Devices

[l Inputs

-4 Outputs

Remote Controls

~[] Security

ELI And Inputs

=7 Telephone Trx

3 Telephone numbers

Lﬁ Telephone parameters

e GPRS - IDPIP parameters

-8 SMS

== C200b protocol =

_| Event codes

|| Input codes

= Time Programmer
a:.J-' T.P. parameters
) T.P. commands

=g Interact with control unit

L_‘ Event log file

= Systern log

’[’ﬁ Armidisarm system

‘J;:__’LI Input izolation

o2 Enable/dizable Keys
E} Enable/dizable Users
\EE Enable / Disable Outputs
'@ Input status

=17 Alarm log file

The green arrow “** ” means that the node has been selected.

10 User MP500/xx ((MELKRON)/



2.2.1 Start and peripheral alignment

At the first connection the program shows the screen “Peripheral Units” that asks for the alignment of the system configuration with the
software configuration.

Answering “Yes”, the configuration is aligned and it is possible to continue with the programming.
Answering “No”, the connection is interrupted because no operation is possible with a hardware misalignment.

It is also possible the manual selection of the peripherals before the connection (see § 3.1.1). This operation is useful for an offline
configuration.

=
=

H-corNeEcT _EL@@| LAN (ITS00WES Local) - 192.168.100.181:5555 ano Rossl

Blkron MP500/8 (55555555)

Control Panel | Web Server

&5 Configuration (N}
.= BUS Peripheral units (0}
Radio Devices 0
= Programming

-{at Partitions and Areas

& ==

" Keys

-, Parameters-Enablings

Bl Peripheral units / Devices

£~ BUS Peripheral units

]

Telephone numbers
Lé: Telephone parameters
=5 GPRS - IDP/IP parameters
5 sMs

| C200b protocol
- | Time Programmer
-2 Interact with control unit
i~'_; Event log file
- = System log
@ Armidisarm system
ﬁ] Inputs Isolation
-+ Enable/disable Keys
{2 Enable/disable Users
-8 Enable / Disable Outputs
@ Input status
-7 Alarm log file

Alam received

Control panel connected.

S

This check is performed at every connection to the control panel. In case of aligned configuration, the message will not be displayed.

((MELKRONY)) User MP500/xx 11



2.2.2 Start and programming alignment

At the end of the hardware alignment, a window asking for the software alignment from control panel to PC shows up.
It is also possible to proceed in the opposite direction (PC — control panel) continuing without aligning data and by clicking on the
download button (see § 2.3.3).

This operation is useful for an offline configuration and later align control panel data.

& Warning!!!

Z g 3
'B0350804" system programming has never been

loaded. vou can load data or you can go on
operating and ignore mizalignments.

Load data

Continue without aligning data

@ |

.,.-";'x
The programming misalignment information is provided by displaying a warning icon next to each programming block “™—".

=P Configuration

sam BUS Peripheral units
3: |~ Radio Devices
”’ Programming
£\ Partitions and Areas
2 Users

i

_il Keys
..L Parameters-Enablings
= /i\ Peripheral units f Devices
=/ BUS Peripheral units
. Inputs
= Qutputs
=] Readers
) 1 Keypads
#-/1\ Radio Devices
h Eﬂ And Inputs
£\ Telephone Trx
£\ Time Programmer
=Ly Interact with control unit
| Eventlog file
Armidisarm system
ﬁ;] Excludefinclude inputs
=3 Enableidisable Keys

&) Enablel/disable Users
Input status

v_‘j Alarm log file

#
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If there are programming differences between the control panel and the software, another window is displayed with a message asking
for the data loading.

This window is always displayed when the warning icons are shown.

d Warning!!!

g
= There are differences between contral panel
prograrnming and Hi-Connect programming. | pdate

data by loading data or prezs 'End' to continue.

Load data

@

Continue without aligning data

When the |—"| button is selected, the Hi—Connect data will be configured with those of the control panel; the warning icons next
to the menu nodes will disappear enabling the control panel programming.

By selecting |—d| button the configuration will remain misaligned.

2.3 DATA CHANGES

2.3.1 Data changes from Hi-Connect

The data changes from Hi-Connect are reported on the menu with the bold character. Just the nodes and the sub-nodes involved in the
change are showed with the different character.

saw BUS Peripheral units
=/ Radio Devices

? Keys
j Parameters-Enablings
e Peripheral units f Devices
“7 BUS Peripheral units
L-d Inputs
\Elf Outputs
=) Readers

2 Keypads
El.l And Inputs
q‘ Telephone Trx

i+ Time Programmer
&% Interact with control unit

&2}

To confirm the data change in the control panel, press the button

Tl |

“Download programming into control panel” | . The downloaded data depends on the selection in the menu:

* Node “Programming” selected, all the changes are sent to the control panel
¢ Modified node selected, only the changes in the sub-nodes are sent to the control panel
¢ Modified sub-node selected, only the changes in the sub-node are sent to the control panel

If you want to return to the control panel configuration, it is possible to load data. By doing so the performed changes will be lost.

MELKRON)/ User MP500/xx 13



2.3.2 Control panel data changes from keypad
When changes are made to the control panel data directly from the keypad and not from Hi—Connect, at the subsequent connection the

A L

menu will display the warning icon ™ next to all the changed nodes.

[={-5 Conntguration
saw BUS Peripheral units
® - Radio Devices
-2 Programming
2\ Partitions and Areas —e—
& Users
/_: Keys
- Parameters-Enablings
=R e Peripheral units f Devices
-2 _B_US Peripheral units

To update the data with the changes made select the button

L |

“Load programming from control panel” |
The uploaded data depends on the selection in the menu:

¢ Node “Programming” selected, all the changes are uploaded from the control panel;
o Modified node selected, only the changes in the sub-nodes are uploaded from the control panel;
* Modified sub-node selected, only the changes in the sub-node are uploaded from the control panel.

2.3.3 Smart data uploading and downloading

The total uploading and downloading (uploading and downloading with the “Programming” node selected) does not imply the transfer of
the whole programming, but only that of the nodes and sub-nodes actually misaligned between the control panel and the software.

Anyway, it is possible to force the total data uploading and downloading without considering the actual differences.

The forced load is possible also for the single nodes or sub-nodes.
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In the following images the windows showing the different possibilities.

l((ELKRON))

4 Warning!!!

Select whether to perform emart data downloading [iLe.:
changed or mizahgned blocks only] ar full dovwnloading
[le.: all blocks]

Smart downloading |
Full downloading |

Continue without downloading data

A Warning!!!

One or geveral sub-blocks of the 'Radio Devices'
block are aligned vet. Load all sub-block data or
just mizaligned sub-block ones?

Load mizaligned sub-block data only

Load total sub-block data

Cantinue withaut lnading data w

& Warning!!!

‘Partitions and Areaz' block aligned vet. Load data
arnyway?

LT |

@

Coanfirm block loading |

Continwe without loading data
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2.4.1 Structure/Functions
The screens for the control panel programming consists of three sections.

16

Section 1: at the top; includes the title and two buttons to save the mask data and print the mask.

Output details [ b~ I - ]

Section 2: in the central part; consists in two tables, one containing the data of the selected screen (which cannot be edited by the
user) and another containing the data of the selected line on the main table for the changes.
Certain masks feature filters on data displayed and to be set, to facilitate the use of the mask for control panel configuration.

Mao. Physic. ... Mame Output type Customization Assigned partitions

1 Uc.L ) Burglar

2 C.uz M.H. Tampering System
3 uc.u3 M.H. And TC System
4 uc.u4 M.H. OrTC System
5 UC.Us M.H. Tel. fault System
& UC Us M.H. Pre-alam System
7 EPOT.LUT | .. M.H. Burglar System
g EPOT.LZ | .. M.H. Tampering System
9 EPODT.L3 |.. M.H. And TC System
10 ASOZUT .. M.H. Burglar System
11 AsSOZzUZ .. M.H. Tampering System
12 ASOZUZ | N.H. And TC System

Mo. Physic. Mame Qutput type Customization Associated partitions

ucut_|.. | NH v | Burglr v 2]+ ]s]le][7][e]
[ [10][11][r2]13][1a] 15 [16]

| Swtem || Aess

To help you with partition association, a new mode that allows the direct association to areas (thus to all partitions belonging to the
area) has been developed. At the opening of a screen, standard association mode is showed.

The status of the buttons related to the partitions reflects the association: if the button is highlighted the related partition is
associated, otherwise, if the button IS NOT highlighted the related partition IS NOT associated. To associate a partition simply
press the related button that will change its status from not highlighted to highlighted.

Similarly, to remove an association simply press the button related to the partition that will change its status from highlighted to not
highlighted.

To show the name of a partition simply point the mouse cursor over the related button and wait the appearance of the label.

User MP500/xx (((MELKRONY))



The “Areas” button is showed if areas are programmed in the system and allows switching to area association mode;
the buttons related to areas replace the buttons related to partitions and the “Areas” button changes its function in
“Partitions”. The “System” button is replaced by “None” button.

Associated sectors
Area A Area B
Area C Area D

None

The status of the buttons related to the areas reflects the association: if the button is highlighted the related area (thus, all
partitions belonging to the area) is associated, otherwise, if the button IS NOT highlighted the related area (thus all partitions
belonging to the area) IS NOT associated. To associate an area simply press the related button that will change its status from not
highlighted to highlighted.

Similarly, to remove an association simply press the button related to the area that will change its status from highlighted to not
highlighted.

To show the name of an area and all partitions belonging to it simply point the mouse cursor over the related button and wait the
appearance of the label.
The “None” button allows to remove all associated partitions.

To switch back to the partitions association mode press the “Partitions” button; the buttons related to the areas are replaced by the
buttons related to the partitions and the “Partitions” button changes its function in “Areas”. The “None” button is replaced by the
“System” button.

e Section 3: at the bottom; includes a bar with the date/time information on the last data uploading, downloading and change
updates of the selected line in the main table.

Latest updates 23/05/2012 9.31.51 -
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3.1

3.1.1

3 - CONFIGURATION MENU

PERIPHERAL UNITS

This window displays all the Expansions, the Radio expansions, the Readers and Keypads of the system.

)

Readers

Hi-Ca...

w2
(W [<]| [ [« [&]| [« (<] (<] (][] <] (<] [ [ (/] ]

Latest updates

Cortr...
X

i - L R e - B S - - L L L S

SWw
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20
v.02.20

Loag:

BUS Peripheral units

Expansions/AUX PSU

M.. Hi-Co.. Contr.. Type SW.
1 % |EP508 ¥ |vd2.91
b ¥ |EP508 v |vd2.91
3 ¥ |EP508 v |vd2.91
4 ¥ |EP508 v |vd2.91
5 ¥ |EPS08 v |vd2Si
& ¥ |EPS08 v |vd2Si
7 ¥ |EPS08 ¥ |v.d29i
g % |EPB08 ¥ |vd2.91
;] % |EP508 ¥ |vd2.91
10 % |EP508 ¥ |vd2.91
11 ¥ |EP508 v |vd2.91
12 ¥ |EP508 v |vd2.91
13 ¥ |AS500 |v|v.BO.OB
14 EP508 v

15 EP508 v
17.14.58 19/03/2013 Dowrlpad:

=l

—_

m:.n-b-wm—ﬂ:z

Hi-Co... Contr...
X

W& R[] & &[] [&]
ol A A A

Radio Expansion

Hi«Co... Contr...
X
X

Type
KPS00DW
KPSO0DY
KPS00D
KPS00D
KPS00D
KPS00D
KPS00D
KPS00D

w.SW

v.al.0100.15
v.al.0100.16

Modified:

S]] <y€l<

S SWw.
v.cd 10
v.cd 10
v.ed 10
v.ed 10
v.ed 10
v.ecd 10
v.cd 10

C|ved10

Peripheral units setting
It is possible to configure the number and type of present peripheral units through some ticking off fields.

The peripheral unit address (column No.) must correspond to that assigned by the control panel during acquisition.

For the keypads tick off the field in the “Service” column if it is a service keypad (only KP no. 8 can be Service).

é IMPORTANT! The peripheral units’ configuration is allowed only when the control panel is disconnected.
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4 - INTERACT WITH THE CONTROL PANEL
MENU

This screens shows the details of all the events stored in the control panel logs. For further information about the content differences
between the Event log file and the System log file consult the systems manuals.

cvettog e FaEar-nr )

Fitters ON

Event filter Area fitter Beginning dateAime fitter Ending date/time fitter =1
-

Disamed Disamed Disamed Disamed -

Mo Event date/time + Event type and phase Areas Origin Event info Reception date.time

Latest updates Load: --- Dowriload: --- Modified:

-
=
It is possible to use a filter to optimize the search and display of the events; by clicking the “Change Filter” button a
window with the parameters is shown

5et display filter |E|

*’é} "Set digplay filkers by selecting the required criteria. For complete dizplay unselect all
group'"* boxez. To reset fiter prezz 'Fezet’. Select '0k' ar 'Cancel' to continue. "
1

[ ] Area filker

[] Ewvent type filter

[ ] Beginning datetime filker
[] Ending dateime filker

Feset filker E Cancel Canfirm zet filter @
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Set display filter,

= "Set display
- " oroup™

&rea filter

] svstem [ &

Ewent type filter
] Buraglar alarm
[1 Pre-alarm

[ Fire alarm

[ Panic

[1 Silent panic
] Emergency
[ Hold-up alarm

Beginning date/time filter

E nding datetime filter

Fieset filter [

] Technological alarm Type 1
] Technological alarm Typs 2
[ Technological alam Type 3

X

filkers by zelecting the required critenia, For complete displap unselect all
bowes. Toreszet fiter pregs ‘Reset' Select 'Ok' or 'Cancel' to continue."'

al ] Areaz [ Areaz [ tead
] Partit. /Sustem amddisarm
[ Maintenance

[T Input exclusionfinclusion.
[ Tampering

[ Mainz power

] Low battery

] Swstem fault

[] False Code

] Motices

| martedi 1 maggio 2012 VllD ¢||D ¢|

| ned 21 maggo 2012 |0 |0 %]

w ‘ Confirm set filter - ‘

‘ Cancel

With this window, it is possible to filter the events according to the type of events, beginning or ending date/time.

-

To confirm the filter changes select the button.
To reset all the filter values select the e button.
To close the mask select the i button.
4.1.1 Actions available
o i print the list of events displayed
. x delete the list of events selected
. i export to file the list of events displayed
. select all the elements displayed
20 User MP500/xx
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This screen displays where it is possible to Arm (or disarm) the whole System or enable/disable the single Partitions.

Arm/disarm system

| Patttion 1: Ingressi Certrale | ] si Espansione 01

This screen displays a table where it is possible isolate or include configured inputs by the “Isolate” buttons.
(R

) Inputs isolation (== =]
Isolation
Ma. Physic. addr. MName Customization lzolated

Isolate
2 UC In2 Immediate NO Isolate
3 UC.In3 Immediate NO Isolate
4 UC.Ind Immediate NC Isolate
5 UC.In5 Immediate NO Isolate
[ UC Ink Immediate NO Isolate
7 UC.In7 Immediate NO Isolate
8 UC.Ing& Immediate NC Isolate
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This screen displays a table where it is possible to enable or disable the configured keys, through the “Status” column.

Enable/Disable keys

Enable/Disable

Mo. MName Enabled

This screen displays a table where it is possible to enable or disable the configured users through the “Status” column.

Enable/Disable users

Enable/Disable

No. Name Enabled =

| 03| ) || RN e | L B

—_
=]

-
=y

—_
P

—_
£

—_
n

—_
o

—_
L)

—_
==

—_
o

58385588553 53%88838388380
m
3

BIRNE
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4.6 INPUTS STATUS

With this screen, it is possible to display the status of the configured inputs.

] Input status E@
Input status O Open Input O Name
| || o | | | o | | ~
01-Uc.In1 02-UC.In2 03-UC.In3 4-UC.In4 05-UC.In5
| I || o | | [ | | o I
06-UC.In6 07-UC.In7 08-UC.Ing 0S-EPD1.In1 10-EF01.In2
CICICcaca I || o I [ | | o I
11-EP01.In3 12-EPD1.In4 13-EP01.In5 14-EPD1.In6 15-EF01.In7
)| I || || [ | | o ||
16-EP01.In8 17-EPD2.In1 18-EPD2.In2 15-EPDZ2.In3 20-EF02.In4
] | | o | | | | o | ] | | o | ] | ] | | o |
21-EPD2.In5 22-EFD2.In6 23-EPD2.In7 24-EPD2.In8 25-EFD3.In1
] | | o | | | | o | ] | | o | ] | ] | | o |
26-EP03.In2 27-EPD3.In3 28-EP03.In4 29-EPD3.In5 30-EF03.In6
ORI I || ORI O ||
31-EPD3.In7 32-EPD3.Ing 33-EPD4.IM 34-EP4.In2 35-EP04.In3
CICICcaca I || I [ | | o I
JI6-EPD4.In4 37-EPD4.In5 38-EPD4.In6 35-EPD4.In7 A0-EFD4.In8
CICICcaca I || I [ | | o I
41-EPD5.In1 42-EFD5.In2 43-EP05.In3 44-EPD5.Ind 45-EF05.In5
)| I || || [ | ||
46-EP05.In6 47-EFD5.In7 43-EP05.In8 45-EPD6E.In1 50-EFD6.In2
] | | o | | | | o | ] | | o | ] | ] | | o |
51-EPD6.In3 52-EPDE.In4 53-EPD6.In5 54-EPDE.InE B5-EPD6E.IN7
] | | o | | | | o | ] | | o | ] | ] | | o |
B6-EPD6.In8 B7-EPD7.In1 h8-EPD7.In2 BS-EPD7.In3 60-EPD7.In4
I I || ORI Il I
61-EP07.In5 E2-EPD7.In& 63-EPOV.InY E4-EPD7.Ing 65-EPDE.In1
(1| I || o I I I N
Legend: [ Open Input Il Alarm mem. 1 Tamper @ Tampermem. [EH Excluded Bl Temp. excluded

In addition, it is possible to set, on the top right-hand side, the automatic screen refresh by the ‘__:‘ button to obtain the status

in real time.

To disable it press ‘—s‘ button.

((ELKRON))
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By this screen you can enable or disable the outputs programmed as “Commandable” or “Pulsed Commandable”.

Enable / Disable

Ma. Physic. addr. Name Customization

EPD1.LU2 Commandable

ﬁ IMPORTANT! Output programmed as “Pulsed Commandable” never show “Enabled” status in so far as being pulsed they
toggle for about 2 seconds then they revert to “Disable”.

The screens Arm/disarm system, Exclude/include inputs, Enable/disable Users and Inputs status require the alignment respectively of

Partitions and Areas, Users and Peripheral units/Devices. In presence of the warning icon - a windows with the following message
will be showed:

& Warning!!!

VAN

To use these functionz, 'lnputs' block must be
aligned. Load data now?

Align block,
E st waithiout aligning

To access the screen and make changes select the button which will align data; otherwise the screen can be accessed in

display mode only.
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5- WEB SERVER MANAGEMENT (ITS00WEB)

5.1 MENU STRUCTURE

The menu has the following structure and is split into various nodes and sub-nodes for the sake of clarity. Each node contains various
pages for programming the Web Server.

(=4~ Configuration
¥ Cameras
= Network parameters
=-1#? Programming
- [General Parameters
<7 eMail parameters
f’ Customize events
= {7 Cameras
¥ Camera 1
2% Camera 2
2% Camera 3
2 Camera 4
2% Camera 5
2% Camera b
2% Camera 7
»F Camera 8
=L Interacting
= Update P/
| Web Server Test
Web Server Info

GLLIO-

5.2 FIRST CONNECTION

5.2.1 Start and parameter alignment

LAN (IT500WEB Local) - 192.168.1.100:80
To connect to the Web Server choose the type of connection, e.g. Local to display and press the

button |L‘ to establish a connection between Hi-Connect and Web Server.

The following message will appear if there are differences between the configuration on Hi-Connect and the configuration on the Web
Server:

Warning L] ‘

i There are some differences among Web Server's pregrammation and
@ Hi-Connect's.
To syncronize on Hi-Connect press "Yes' or continue pressing "Ne".

L S || Mo

The nodes/sub-nodes in which differences are present will appear on the tree in bold print.

Answer “Yes” to copy the Web Server configuration to Hi-Connect.

Answer “No” NOT to copy the Web Server configuration to Hi-Connect.
(The second option is useful to load a configuration previously prepared offline to the Web Server).
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5.2.2 Data modified on Hi-Connect

Modified data are highlighted on the menu in bold print. Only the nodes and sub-nodes concerned by the change will appear with a
different font.

Control Panel| Web Server

B Configuration

=y Cameras

o5 Metwork parameters
Eliﬁ Programming

Z General Parameters

: {ﬁ eMail - Cloud parameters
{ﬁ Customize events

Control panel connected.

In this example, cameras 1, 2 and 3 were enabled in Hi-Connect. Their parameters were modified together with the Web Server
general parameters.

Eé Transter

Press to send the changes made to the data to the Web Server.

IMPORTANT! All changes made must be saved to Hi-Connect by pressing @ BEFORE transferring to the Web
Server.

The following message will appeatr:

The Web Server will be restarted. The procedure will automatically reconnect to Hi-Connect at the end of the procedure and the
following message will appear:

Transfer procedure finished successfully
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5.3 CONFIGURATION MENU

5.3.1 Camera configuration

This section can be used to configure the cameras on the same network as the Web Server (maximum permitted number of cameras = 8).

Select the “Hi-Connect” checkbox to enable management of each camera.
An enabled camera can be programmed in the Programming/Camera section.

An X will appear in the in the Web Server column if the camera is connected and already associated to the Web Server.
Select the camera type in the “Type” list box: OTHERS / ELKRON.

Use the “DHCP Client” list box to indicate whether to enable the camera DHCP Client (IP address assigned by the network router) or
disable it (fixed IP address).

o "

I*HI Cameras configuration EI@
Cameras configuration ‘ H ‘

M* Hi-Connect  Web Server Type DHCP Cliert

J ELKROM | ||Disable |-

2 0 ELKROMN | ||Disable |-

3 ] ELKRON |~ ||Disable |~

4 [ ELKROMN |~ ||Disable |-

5 [ ELKRON |~ ||Disable |-

3 [ ELKROM | ||Disable |

7 (] ELKRON |~ ||Disable |~

3 ] ELKRON |~ ||Disable |+

5.3.2 Network parameters

This section can be used to edit the IP Address, Subnetmask and Default Gateway parameters previously set during initialisation of
you Web Server.

[ Metwork parameters configuration EI@
Metwork parameters configuration | H ‘
IP address

| 192 168 . 100 . 181

Subniet Mask
| 255 255 255 . O

Default Gateway
[ 192 188 .100. 1

DNS
[192 168 100 1
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5.4 PROGRAMMING MENU

5.4.1 General parameters
This section can be used to program some general parameters.

Video Recorder Quality. Select this item to set the time elapsing between photographs and the number of photographs to save before

and after the event in case of break-in..

High = less time between photographs, 5 photographs before the burglar event and 10 after.
Low = more time between photographs, 3 photographs before the burglar event and 5 after.

Technician’s email 1: The technician's first email sending the control panel Fault/Anomaly/ Tampers indications

Technician’s email 2: The technician's second email sending the control panel Fault/Anomaly/ Tampers indications.

Select an ID of the system in the Device Name field this will be used as sender of the emails sent by the Web Server. Up to 48
characters can be entered. Rules: upper and lower case letters, numbers, full stop and underscore are allowed. The latter two cannot

be placed in end position.

Web Server language: Selected Web Server language.

IF1 General Parameters

General Parameters

Video Recorder Quality
High -

Technician's Email 1

Technician's Email 2

Device name

Casa_Rossi

g _

Time zone

Web Server language

[ITALIANO [it] v

| [GMT+01:00] Amsterdam, ¥
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5.4.2 E-Mail — Cloud parameters
In this section you can program up to 8 email addresses and enable the sending of push-type natifications (Cloud events).

Select the respective checkboxes to associate three event types which cause the sending of an email:

e Burglar
e Arm/Disarm Partitions/System
e  Tamper

[EN] Emails and Cloud parameters program EIE
Emails and Cloud parameters program n
N Email address Ewvents details

_2
3 Pa Syster
4 Tampe:
5

[

7

g

N* | Email address

1

Cloud events

[ Burglar [] Am/Disam Partition/System ] Tamper

5.4.3 Event customisation

In this section for each type of event that causes the sending of an email to the addresses programmed, you can fill in the text that will
be used as the subject of the email message (maximum 48 characters).

) Events details EIE
Events details n
Description Email text

Burglar Allarme Intrusione
Am/Disam Partition/System | Stato Attivazione Impianto
Tamper Manomissione
Description Email text
Burglar Allzrme Intrusione

((MELKRONY)
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5.4.4 Cameras

Some parameters can be programmed for the eight cameras which can be managed by the Web Server:

e MAC address or IP address, according to whether operation requires the DHCP Client to the enabled or disabled, respectively.
(see paragraph 5.3.1 Camera configuration).

é IMPORTANT! Refer to the sheet attached to the box or to the label of the camera itself to locate the MAC address.
Alternatively, the MAC address can be displayed for Elkron cameras during the installation procedure using the “IP Discovery”
software tool (included).

(EELKRONY)): ADDENDUM

DISPOSITIVI VIDEO SERIE ELKRON CLOUD
ELKRON CLOUD VIDEQ SERIES

TC12 - TC14 - TC16

< CLOUD UID CODE: 8GYXKXRE4LAXIHTUMUXA

@C ADDRE 55: 3CB3B501379D

ITALIANO

Questi codici identificano il dispositivo video in suo possesso in maniera univoca.

e Username and password of the camera (refer to the camera manual; default for ELKRON cameras = admin, admin)

e Image URL / Full Image URL: these parameters must be set for cameras made by OTHERS, to be retrieved from the camera
manual. These URLS locate from where the photographs can be retrieved.

e Description: max. 48 characters to describing name or location of the camera, for example. This description will be used in
notification emails by the Web Server for recording burglar events.

® Assigned inputs: up to 16 control panel inputs can be associated to a camera. The camera takes a photograph whenever an
input is opened.
Example: A camera framing an environment with more windows on which sensors wired on multiple control panel inputs are fitted.
The inputs are selected by means of a window with one button for each available control panel input.

=3[R =<5
Program camera i H |

IE51 Program camera

IP Address
0.0 .0.

Usemame

admin

Image URL

Full Image URL

Description

MAC Address

Password

Assigned Inputs

The image shows an ELKRON camera (the Image URL and Full Image URL fields cannot be edited) with DHCP Client enabled (MAC
Address field can be edited and IP address field cannot be edited).
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5.5 INTERACT WITH WEB SERVER MENU

5.5.1 Update FW

This section can be used to select a Firmware version from those previously imported in Hi-Connect and start the connected Web
Server upgrade.

The result will be displayed at the end of the operation.

5.5.2 Connection test

This section can be used to start a test procedure. The procedure checks correct operation of the VPN, connection to the portal and
which sends a test email to all the programmed mailboxes.
Make sure that the result is positive and the sent emails have been received.

ﬁ IMPORTANT! Check that the emails did not end up in the SPAM folder if they are not received.

5.5.3 Web Server Info

Data of the connected Web Server can be checked in this section.
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